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COOTIDENT V-3 74
“J
A ‘
21 June 1966
o
MEMORANDUM FOR: Director, Central Reference o/
FROM: Chief, Biographic Register
Office of Central Reference
Central Intelligence Agency
SUBJECT: OCI-BR Coordination Discussion, v
| \ 25X1
17 June 1966
1. Scalled at approximately 9:30 to suggest a meeting 25X1 A
and arrived about 10 minutes later. Our discussion lasted about 45 1
minutes, possibly one hour. According toI:L the purpose 25x1

of the meeting was to discuss coordinated handling of requests to
OCI involving biographic production and the proper allocation of res-
ponsive work to avoid duplication of effort. None of the other more
basic and far-reaching aspects were involved except when they were
introduced, almost in the context of "other problems' by the under - 4
signed. The tone: low-keyed and amiable throughout.

2. |:|began by explaining that Mr. Godfrey had asked
him to meet with me to discuss methods of avoidin BR-OCI duplica-
tion of effort such as that which resulted in the instance. 251
I pointed out that the '"Vietnamese civilians'' and Pleces were 4
the other two most recent examples of unnecessary duplication. 25X6
| ]said he regarded the subject as a simple matter of co- 25X1
ordination; a problem mainly arising from multiple channels through
which the requests were received. We agreed that it should not be ‘
difficult to establish some control within OCI to assure coordination 25X1
with BR when a biographic contribution was involved in an OCI request, ‘
and that the desk level was probably the point at which coordination
could best be assured (i.e., subs equent to the issuance of a directive.
I remarked that such coordination had always worked when White House
requests were involved and I showed him our copy of OCI Notice N 50-61
12 July 1963 (Biographic Intelligence Support to the White House). He
expressed considerable surprise at the contents, said he had not pre-
viously known of the document and doubted very much that Mr. Godfrey
had. He made a note of the Notice number and said that he would show
it to Mr. Godfrey when he reported to him on our discussion. Mr.
25X1 concluded by saying he saw no problems.

Ll -
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3. Also discussed- but very briefly, almost incidental to the
"main topic'':

BR's access to SI and DD/P files- I assured him that

such information was included wheneve"f/x—"é——guired >
and to the extent -in the case of DD/P~ that they

would release it;

vi

Relations with OCI- I said it was my understanding
that the professional relationship at the desk
level was mutually good, although admittedly I
was ''not privy to the results of the recent evalu-
ation survey of BR's service and reports' (His :
response: ''Oh, generally quite good' with an ed
occasional complaint of spottiness, which I attri- ‘
buted ''to turn-over~itis, '’ a disease which also
afflicts OCI);

n"Orchestration'' - a theme which had recently been
directed at them but not in the biographic context,
rather regarding OCI-ORR coordination.

25X1 '

: 4. Mr.|:| said he would call me regarding any future

developments.

25X1

.
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CONFIDENTIAL

1 July 1966

MEMORANDUM FOR THE RECORD

vib

SUBJECT: Interim Arrangement Between Biographic Register
OCR and OCI for Production of Finished Bio-
graphic Intelligence .

To avoid duplication of effort and misunderstanding
| regarding responsibilities for the production of finished i %
1 biographic intelligence repoxts on foreign personalities,
’ the following procedures have been agreed upon pending

the promulgation of a more formal arrangement.

In fast-breaking situations (such as the 1 |
(;§; overthrow of an established government and :
Q L

oad

the installation of a new regime), OCI will
prepare and disseminate an intelligence report
on the key personalities involved. In pre-
paring this report, OCI will 1) immediately g {
, notify BR that it is doing so and request ' .
}J BR's assistance, and 2) endeavor to relate
in the report pure biographic information to
the situation as it appears to be developing.

In cases where either BR or OCI receives a
specific request from outside the Agency OT
from within for formal biographic reports, the

J receiving office will inform the other of the 3 ,
' request without delay and will arrange with :
Q%//ihe other for whatever coordination appears

necessary oY desirable. When the deadline
N* is extremely short, (i.e., 1 - 2 hours), this
%W’ procedure may be waived.

Q \\x In instances where either BR or OCI thinks it : d

SEAY esirable to initiate pbiographic reports in ,
KSQ\\ anticipation of forthcoming events (i.e., with- : ;- 25X1
out a specific request), it will notify the ' ‘

4
CONFIDENTIAL o 25X1 ]
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other office of its intent and will golicit
cooperation in the preparation of the reports.

The arrangement for biographic intelli-
gence support of the White House as detailed
in OCI Notice N 50-61, 12 July 1963, will re-
main in effect.

|
%
|

25X1

Chief of Special puatx-
Current Intelligence

Approved:

I . ' 25X1

Chief, Biograpiit legister, OCR

X
|
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ADMIFISTRATIVE — TRTZRNAT USE ONLT

28 July 1966

STATINTL

MEMORANDUM FOR: Special Assistant to the Director of
Central Reference

.

4

SUBJECT: 25X1

1. Work sheets and input forms have been developed (samples
attached).

2. A total of six and three-quarter. man days are currently

being expended in the Register to cull pertinent information from

STAT ‘a.nd transfer it to work sheets in clear text. To date
pave been exploited.

: 3. On the basis of early evidence it is estimated that the

: STATINTL information | will require an average of
some 75 IBM cards which will then be converted to magnetic tape.
Seventy five minutes has been estimated as the punching/verifica-
tion time for each set of IBM cards.

STATINTL

4, At 1500, 27 July, Messrs‘
met with Messrs ‘to discuss coding and punching

details., No problems.

5. It is impossible at this time to estimate time-of-completion
with any degree of accuracy. My own guess is the end of calendar
year 1966 unless a considerable number of trained people are added
b .. —
at the beginning of the line STATINTL

Chief, Biographic Regidiér
STAT

Attachments

EOMINISTRATIVE o THTERVAG UsE OuLY.

H'H .
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12 August 1766
o
MEMORANDUM FOR: Director of Central Reference v
SUBJIECT: Ciarification of BR-0CI Coordination
Faper
REFERENCE: (Draft) MEMORANDUM FOR THE RECORD
{sgreement Between OCR. and GCI for the B

Coordination of the PProduction of Finished
Biographic Intelligence), 19 Jjuly 1966

1. Subsequent to the approval of your draft by the B/OCI, it
was agreed that two additional details required clarification;
namely, the level at which the coordination is to be effected and
definition of the types of production requiring coordination.

2. WHERE- It is strongly indicated that the most practical
point at which the coordination can be effected remains the desk
analyst level. This we should press for: that the analysts speak P
for -i.e., coordinate for-- their respective offices. This need
not preclude the establishment of internal procedures which might )
require the analyst to first. consult with a higher official. (At
least initially, in the Biographic Register all matters involving
consultation will be considered by the division chief). If the desk
level coordination principle is approved, however, it ig impera- 4
tive that the principle be officially announced as office policy and
that all analysts be directed to implement the procedure. ©Of even
greater importance is the need to spell out to all analysts the
rmutually -approved definition of what constitutes "ecoordination.

3. WHAT It should be emphasized that as aspecified in
referenced (draft) memorandum of agreement, only that material
which will appear as DD/1 finished --i.e., an Intelligence Memo-
randum or Intelligence Report-- will generaly require coordination.

—_ - am _ -

o
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This would include material requested by the White House {even
specific White House requests for biographic information only would
automatically be coordinated with OCI by BR). Thus a joint publi-
cation would result from any request levied upoa, or any self~
initiated effort by either office when such a joint effort was deemed
desirable. When deemed not desirable, either office would then
jgsue its own publication. In either case, it should be full recog-
nized that BER will prepare the biographic material-~ either as a
contribution or an issuance of its own.

4. Initial efforts to clarify the details concerned above should
be informal.

Chief, Blographic Register

25X1

25X1 4

L i
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16 August 1966

MEMORANDUM FOR THE RECORD

P
SUBJECT: Agreement Between OCH and GCI for the Coordinaticn of /
the Production of Finished Biographic Intelligence
1. PURPOSE
To provide for the coordination between OCR and OC of finished e

biographic intelligence publications.
2. DEFINITIONS

a. Fioighed Intelligence Fublications

Finished intelligence publications, as defined In DD/1 Notice
No. 5-160-7, dated 15 April 1966, consist of Intelligence
Meomoranda, Reports, and Handbooks,

b. Cooxdination

The cited DD/I directive states that "Finished intelligence is
usually fully coordinated within the DD/I and with otber
Directorates as appropriate. In the exceptionsl case when

a publication reflects the views of a single component or
individual, this will be noted in a forewordorina footnote
to the firat page of text.”

¢. Producing Office

The cited divective states further that the producing office
will be identified in a foreword or in a footnote on the first

page of text.”

T R
Exelated fr7g 2

)
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3. RESPONBIBILITIES

8. Blographic Reglster

The Biographic Register, OCR, huas been agsigned CiA's
responsibility under DCID 1/9 to produce blographic
intelligence {except military) for the Intelligence Community.

b. Office of Current intelligence

The Office of Curzent Istelligence hag been assigned the
responsibility for the production of current inteiligence but
algo possessas certain interests related to blographic
production; for example, In connection with ite role in
White House support. (See OCI Notice N 5¢-61, 12 Judy
1963.)

4. PROCEDURES

a. Requests

In cases where either OCI or BR/OCE receives a specific
request from outside the Agency or from within for a formal
biographic report, which will be issued as DL/1 finished
intelligence, the receiving office will promptly inform the
other and production of the report will be undertaken by
BR/OCR In accordance with its assigned responsibilities.
BR will undertake to coordinate the report with the
interested OCI analysta (and with other offices as needed)
and & notation of the nature and extent of this coordination
will be included int the foreword or in a footnote on the first
page of the text.

b. Self-Initinted Frojects

in all siteations requiring the production of self-jnitiated
fimished intelligence reports or memoranda {whether they
are fast-bresking or provide a censiderable lead time), the
respective analysts in OCI and BR wili immediately confer

AR AR
HIR R

v i
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to agsure coordivation of effort; i.e., OCI will prepare the
current intelligence reports, if necessary, relating the
gituation to the people involved, and BR will produce the
biographic reports. Doth offices will work together to
insure that there are no substantive inconsistencies in the
materials thus produced. I the material ie published in a
single DD/ veport or memorandum, tue office series
reflecting the predominant character of the publication will
be used, but both producing offices, and the extent of
coordination between them, will be noted in the foreword
or in & footnote on the first page of the text.

¢. White House Support

The arrangement for biographic intelligence support of
the White House, as set forth in OCI Notice W 50-81,
12 July 1963, a copy of which is attached, will remain
in effect.

d. Blographic Handbook Series

This series, although defined as finished intelligence, is
congidered to be "scheduled production™ and, as such, is
aot included ia the weekly DD/I Production Report. Except
for the informal analyst-to-apalyst contacts Row in effect,
no specisl OCI/BR cvordination is required.

JOHN K, VANCE

Attachment Director of Central Reference
Concurrence:
E. DREXEL GODFREY, JR. Date

Director of Current Intelligence

Sanitized Copy Approved for Release 2011/06/13 : CIA-RDP82T00271R000100030004-6
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7 September 1566

MEMORANDUM FOR: Deputy Chief, | 251

THROUGH: Director of Central Reference

SUBJECT: OCR Comments: Proposed Frogr
25X6

REFERENCE: Draft Memo to Director, INR and Director,
DIA, dated 1 September 1966

1. T consider the proposed program excellent and long-needed.
I recommend that it be implemented as soon as possible with maxi-
mum support by headquarters.

2. Implementation of the program should produce an increased
workload for the Biographic Register. However, until the scope of
the program can be measured (the extent of increased processing
resulting from the \ \ 25X6
256 [ | as yet of unknown length; or the extent of the "commentary"

to be required of BR for each list) it will not be posgsible to determine ’ ¢
the impact on BR.

25X6

3. In submitting the comments you requested, I would first
recommend that paragraph (1) of the memorandum to D/INR /State
contain a reference to the fact that the proposal follows the lines
Previously explored by Ambassador Johnson. I feel strongly that {
this would have a positive effect. A copy of his meraorandum to
Chief, BR/CR, could be attached. Secondly, I think it would be ]
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a)

b)

c)

d)

e)

subjects.

Attachments

. Sanitized Copy Approved for Release 2011/06/13 : CIA-RDP82T00271 R0O00100030004-6 |

highly desirable (and politic} to add to the same memorandum a
reference to the Foreign Service's biographic reporting program
and the role of the Biographic Coordinators. To wit, and continu-
ing from the end of the firsi sentence in paragraph (3):

4. Additional, and equally strong recommendations:

that a senior headquarters officer be appointed to
direct the program, preferably with USIB support
and authority;

that a reporting form simpler and shorter than
the DOD Biographic Reporting Form 1396-1 be
used, possibly one like the attached sample
(long, detailed reporting forms psychologically
repel the collector);

that the memoranda be addressed to the heads
of the departments involved and carry the signa-
ture of the Director of Central Intelligence.

5. I would also suggest that the action officers involved convene
to consider final drafting of referenced memoranda and other pertinent

Chief, Biographic Register, OCR

25

25

25

25

X1

X1

X1
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INTRODUCTION

The Subpanel on Biographics, like the whole Guidzmce and Evaluation
Panel, faced the question of how to provide increased te_chndlogical support
for the information processing activities of the intelligence community.

The technological problems presented themselves as inextricably woven
into the pattern of information use and, therefore, into the structure of
- operations, management, and management policy.

The rapidly increasing growth rate pf information in the national
data base obviously generates a need for additional resources to aid in
processing and using this information, What may be less obvious is that
the potential information pool is practically infinite and hence the rate of
improvement in information processing is directly dependent not only on
the rate at which new technological approaches are introduced, ‘but also on
increasing top management recognition of the fact that effective information
processing policy must be one of its basic concerné. This policy must take
into explicit account the need for selectivity created by the evident hopeless~
ness of ever marshalling "all" relevant information.

The intelligence community has extensive resources of modern
science and technology' at its disposal now. The rate of advance in informa-
tion handling technology is itself increasing: Moreover, the community
already .has a strongy capability in applying automatic data processing

-1 -
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SECRET
techniques to information file and communications problems. The commu-
nity is, therefore, in a good position to apply these resources before the
magnitude of the data base outstrips imma.n capability to process and use it
effectively.

Biographics is one area that seems amenable to thoughtful systems
design, and where indicated, to the application of modern information pxo-
cessing technology and methodology. This Subpanel has studied the appli-
cability of systems analysis and automatic data processing to some of the
problems found in the biographics area. In the process, we have examined
bio graphic files and their settings, both in and out of the intelligence commu=
nity.

/e conclude that the total biographic capability of the intelligence
community is a strategic national resource and as such requires attention
which will st;rengthe_n it and develop it into a more cohesive activity. We
believe that judicious application of information processing technology can
continue to provide improved .coordination ambng the various fiies and
agencies whose units contribute to this capability.

QOur findings and recommendations follow.

- .J.a. -

SECRET
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I, FINDINGS AND RECOMMENDA TIONS

A. Major Findings

A prompt joint attack on biographics problems is held back mainly

by top management's inadequate ‘attention to the handling and using of infor~

mation. Lacking sustained top management direction and support, the
intelligence community as now made up and run has been able only to pay
lip service to coordinated effort. No technological roadblock strong enough
o thwart a well-informed and resolute top management appears on the way
toward any useful degree of automation. Rather, the so-called ''realitias"
of organizational politics have spawned either manic faith in machines or
depressive withdrawal from modern opportunity, Information technology
adds new tools to management's kit, Forging an alloy of old and new that's
right for the job is top management's 1"ea1 task.

B. Major Recommendations and Criteria for Meeting Them

1. Make and implement a plan for developing a community-
wide biographic capability.

A plan for déveloping a community-wide biographic capability with

the highest professional standards of performance should be submitted to

, PFIAB through the Director of Central Intelligence, exercising his statu-

tory responsibility, by 2 January 1967, Provision of adequate resources

and action to carry out such a plan must follow with the highest priority.

~

For such a plan to dispel the fog that sweet talk of unity casts over

a fundamental parochialism that has precluded effective collective action,
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st must substitute action initiated, supported, guided, and reviewed, ata

level of authority at least equal to that of the Director of Central Intelli«

gence, without undue regard to artificial lines drawn around a narrow
concept of ''the intelligence community'. The plan must provide for:

a) Focusing attention on organizational problems.

There is a strong need to focus attention on vital problems
of definition of users' needs, systems analysis and design, and
top management policy, direction and control, instead of

frittering it away on arguments over such profuridities as

S S

the matter of how many columns of a punched card should

e

be allocated to a name.

b) Improving the technical competence of line management,

The commﬁnity must establish technically competent lines of
management, responsive to user néeds and supplied with rational
system performance and cost data -- now almost totally lacking
-- ir order to guide the selection, collection, storage, and re-
trieval of information in an environment where the ideas of
sampling and statistical confidence must overtly displaéé the
vain ideal of completeness already abandoned in apparently
random pra.ciiice. More clear-cut line responsibility for deci-
sion and action on information processing is needed than now
seems available through the United States Intelligence Board

and its directives.

-3 -
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c) Establishing a forum for the open exchange of professional
ideas, to ensure that the sound, valuable, but fragmentary ideas
generated in earlier community studies be given a genuine hearing
leading to the vigorous exercise of top management decision-
making responsibility (in place of the current practice of gener-
ating cornmittee recommendations reduced to a lowest common
denominator); and to ensure that the results of isolated experi~
ments be broadcast within and outside the community, evaluated
critically and impartially, and, when found valuable, applied
in response to vigorous top management direction.

Full and free means for consultation among biographic and informa-~
tion processing specialists in the various agencies must be established.
These may take the form of semiannual or annual meetings, or newsletters,

or journals, or any other suitable media. Any barriers to open discussion

(such as security) must be explicitly justified.

2. An adequate formulation of the plan must include detailed and
specific criteria against which its accomplishment can be measured.

The following are suggested for inclusion among these criteria:
a) Open access. Any membex of the community (broadly

copstrued) shall have free access to all biographic file indexes.

There shall be an explicit and simple appeals mechanism

against denial of access to files for security reasons.

-4 -
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b) Rapid response. Response time between origination

of a request and a response satisfactory to the reque ster shall
not exceed 24 hours, but design should generally be aimed at

15 minutes or less. K

¢) User Feedback and Management Information., Explicit

provision shall be made for providing information to management

; concerning
1. Use and value of sources

2. File content and overlap
3. Cost versus risk analysis of file security precautions.

d) Rational File Conver sion. Explicit provision shall be made

to prevent indefinite accumulation in conventional files of matexial

best stored in computer files. The extent to which oldér files are

’

or are not to be converted must be specified.

e) Index and File Centralization, Management must be provided

on a continuing basis with information for deciding on an appropriate
balance between physical index or file consolidation and dispersion.
Criteria for decision. shall be based on maximum effectiveness

(both present and future) to users and on least cost, without regard
to existing agency jurisdictions.

f) Effective use of Community Experience. Several of the

techniques used in the examples which are appended to this report

should be considered in the development of a plan for community-

25X1 wide biographic capability. In particular, the program,
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the|: name variant technique, thez program
should be explicitly evaluated and any wanting features discussed
with their authors. Machine testing of these techniques is
naturally a part of any satisfactory evaluation.

In addition, any other techniques still hidden in the community
and outside should be considered and tested, when possible, by
actual machine runs. Evidence must be given that planning and
implementing staff have free access to infoirma.tion within limits
dictated only by the real need to safeguard national security.

g) Compatability and Standardization. Those paxrts of the plan

which deal with mechanization must specify the guides that will be
used for interchanging data either in standard format or any free
form that is appropriate. As is discussed later in this report, no
sanction is to be given to useless harping over details of format

that are not serious obstacles to data interchange, nor is there aﬁy
need to attempt the adoption of a single community-wide standard

in order to thwart progress toward making and implementing the plan.

h) Personnel Education. The plan must include specific pro-

visions for training and promoting personnel with professional
systems analysis qualifications into the ranks of line management.
It is expected that these personnel will be used in such a way that
| the professional capabilities of biographic and information processing
system staff will be upgraded to a level making future reports such
-6 -
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as this unnecessary. Training programs should provide for

selected personnel to spend time in universities as resident

students. &

*

More detailed recommendations and criteria are more appropriately
reserved to the systems design process itself, The remainder of this report
aims to make more specific, amplify, and document the conclusions which

made our recommendations and criteria necessary,.

C. Background of the Report ' i

This document is the report of the Subpanel on Biographics of the
Guidance and Evaluation Panel created under the Special Assistant to the
President for science and Technology, and the President's Foreign Intelli-
gence Advisory Board, in response to a memorandum to the President by
the Chairman of the PFIAB (CLIFFORD). *

The Clifford memorandum chargeci the Panel with responsibility for:

1) "Providing guidance to the intelligence community in the
forwarding of methods and facilities for information ha.ndling'and
access;

2) “"Evaluating in technical terms the true meaning of the
enormous and somewhat heterogeneous growth of the intelligence
community's information pool, "

The memorandum then goes on to say: "It is emphasized that the

proposed Panel of technical experts would not be tasked with the too-obvious

*Capitalized expi'es,sions refer to corresponding entry in the bibliography.
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assignment of simply applying modern machine methods to the existing,
specialized, and rigidly-ﬁ;é.intained activities_of processing and distributing
information within the intelligence community. The Panel would have the
overall task of guiding the necessarily large and presently ignored planning . P>
for the realistic and long-term éevelopment of mechanized facilities for “
the processing of information in the manifold forms in which it is encoun-
tered within the intelligence community. "

7

Adhering to this spirit, the Subpanel has not hesitated to seek infor-
mation outside the confines of the intelligence community narrowly inter-
pretedAas participants in the United States Intelligence Board.

The Panel was given an extensive series of briefings and site
visits in the major intelligence installations in the Washix;xgton area and
elsewhere and access to some documents produced by earlier studies.

It quickly became clear to this Subioanel that the whole information

processing area, including biographics, has an excellent history written

not only by innocent outsiders, but mainly by very able, knowledgeable,
conscientious and thorough members of the community itself, Since tl;xe
Kirlcpatrick Report (KIRKPATRICK, 1960), more time has.been spent,
more detailed data has been gathered, more debéte and interpretation
has taken place, than any part-time ''experts'’, however well-intentioned,
could possibly equal.

Vithout apology, this report therefore makes very little claim to
originality. In the words of Tom Lehrer, "Everything, I stole from somea-

-8 -
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where else", including, of course, information gathered from brieﬁngé

and some more informal site visits.

II. THE BIOGRAPHICS PROBLEM

A. Information Sources for This Report

Throughout this report we shall have occasion to refer to the report

P2
of CODIB Task Team V in a draft form dated January 17, 1966 (CODIB Ve |
Although that dra.ft report does not have the bléssing of CODIB as of the

time of this writing, it nevertheless reflects the concentrated effort of a 1
group of twelve members representing not only the "intelligence community" ‘
but also "outsiders' such as the FBI, in gathering and eva.lua;ing data con- , ‘

cerning the scope of biographic files, the problems a.ssocia.ted with creating,
maintaining and using them, and, in the words of the statement of objectives ‘
of the team, ''to identify means for improﬁng the storage, retrieval and
exchange* of information from the major name files and related data files
in the ini:elligence community. ' As of 31 December 1965, members of
Task Team V "have reported a total of 3,993 hours devoted to this effort."
(CODIB 1966). The Subpanel is most grateful for the opportunity to use d
the fruits of such extensive labor as well as other related documents detailed
in the bibliography, and several supplemental briefings.

There is a major gap in the work of the CODIB Ta.svaea,m V which,
unfortunately, this Subpanel has lacked the time and resources to fill.

Although one of the strengths claimed for "the CODIB approach'' is that

-9 .
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"participation by officials with operating responsibilities gives greater
assurance of utility and acceptance of results" (BOREL 1966, p.6), the
report of Task Team V is restricted to technical analyses presented as if

there had been inadequate participation by any official with responsibility

for seeing to it that the needs of file users are indeed met., The notion e

of Yoperating responsibility'’ thus seems to have been narrowly construed

to mean responsibility for operating the files. Since it is now generally

accepted that sound systems analysis requires paying attention to the users -

(and top management paying attention to systems analysis), we see this

limitation as a major shortcoming of the CODIB approach. .
The impression that this limitation is not mere accidental oversight ]

is reinforced by the following quotation:

"The SCIPS study group and the panel of consultants recom- |
mended the establishment of a permanent interagency body of p
sufficient size to cover the problem areas. CODIB, however,
has rejected this approach in favor of a number of ad hoc panels
to be supported by a small permanent executive secretariat
(group of documentalists), CODIB not only found excessive™
the time necessary to build up a sizable competent permanent
group (unless this were done at the expense of promising intra- i
departmental programs), but considers counterproductive any
pian which calls for solutions developed by specialists not
themselves involved in departmental information operations. "

1964).

25X1

Since the directive creating this Panel requires it to "supplement J
the longer range Task Force projects being pur sued by the USIB" (CLIFFORD

rage 2, para, 5), the availability of a report of the relevant Task Force even

in draft form is a major asset, It is edceedingly rare fora panel of i
Youtside experts'' to have access to such timely data on its subject of ;
n 10 ‘
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concern, produced by those most intimately acquainted with the problem.
The findings of this Subpanel are based in addition on visits to the major
files and on discussions with those concerned with their maintenance and

use, as well as with the CODIB support staff. We have also specially

[N

i

requested presentations of certain specific technical facts and opinions.
These are attached as Appendices 2 through 9.

B, Atmosphere of the Problem.

The members of this Subpanel are clearly oﬁtsiders to the intelli-~ /
gence community and hence objects of suspicion. The generality of this
suspicion is clear from such examples as one CODIB Task Team urging 3
the acceptance of its recommendations on the quaint ground that, otherwise,
the intelligence community "will continue to be vulnerable to external
investigative and evaluative groups without having any recognized negotia-
ting position"” (CODIB VI, p. 11), further warning that such groups, however
well-intentioned, will tend to gather data that are fragmentary, without
interrelation, and that they will, therefore, tend to makg recommendations
that are even more fragmentary and less related to ;'eal problems. The
warning concludes that, in the process, the outsiciers "will remove a thorn
and by so doing implant a tumor'" (CODIB VI, p. 11).

We recognize some of the sources of such reactions. We have
striven to avoid fragmentation by seeking fundamental issues. In particular,
we have striven toward presenting the community with a mirror in which it

wiil see itself, not us, by relying extensively on the community's own

~— — e

documents, |
-1l =~
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It will be made clear in the remainder of this report that we have
found both inaction and deliberate inhibition of action by the United States
Intelligence Board and its committees to be major factors blocking progress
in improving the information handling activities of the intelliéence community.

Our major finding (Section I, A) -- that it is the so-called ''realities"

of the community's internal politics and not any basic technological obstacles

that spawn impossibilities in the biographics area and elsewhere -- should

3

not be ascribed to any starry-eyed belief by this Subpanel in the miracles

of automation. No degree of automation can compensate for weak manage-

ment.

C. Definition of Biographics

Various intelligence community and, not to be forgotten, related

agencies of the government, maintain extensive biographical files to serve

the needs o4 as

the case may be.

The definition of these three major areas is taken from CODIB V,

Annex 1:
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Biographic files within the Intelligence Community include the
CIA''s Special Register and Biographic Register (OCR), the CIA's Office v

of Security and RID, the National Secu:i'ity Agency's files in the Office of
Central Reference, the National Security Agency's Office of Security, the
Air Force Office of Special Investigation, the Navy and the Army, and files
in the Defense Intelligence Agency and the State Department. Majoxr bio-
graphic files are kept also by the FBI, the Immigration and Naturalization
Service, and the Civil Service' Commission. Some consolidation of the ¢
indexes, at least to certain of the Armed Services‘ files, is evident at Fort

Holabird. Additional details on the nature and use of biographic files are

given in Appendices 1, 3 and 6. Still greater detail is available in CODIB V

and SCIPS 1963,

D. Significance of Biographics.

The importance of biographic files in Counterintelligence and
Security is obvious, since these activities are concerned primarily with
people. In the Positive Intelligence area, the biographic files are said to
piay a critical roje in support of the evaluation and production of foreign | | '
intelligence, but we have not completely verified this, In either group,

the collection, storage, and dissemination of biographic material is pre-
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sumably not an end in itself.
At present, the different locations and the differences in the uses
of biographic files in the variqus branches of the community lend existing

)
- s (~ -
files a considerable measure of apparent variety.

vih

A case can be made, however, that similarities on the whole

outweigh differences (Appendices 5, 6, 7, 8). The members of Task

Team V, hobbled by terms of reference written without adequate top \ ; e
management guidance and apparently hypnotized by the rigidities of the |

80~-column punched card, officially see incompatibilities and impossibi- “‘
lities wherever two members disagree over the number of card columns . ]
that should be allocated to such data as names or birthdates. This Sub- f
panel sees hope in the fact that the unofficial views of many of the same ‘
people are far less rigid. :

In the opinion of this Subpanel, the technical problems of biogra-

phics are sufficiently basic in contemporary terms to suggest biographic

files as a primary candidate for competent and honest experiments de-

signed to explore the relative advantages and disadvantages of various

positions on the spectra from complete isolation to total integration of files

! (Appendix 5a, p.l)and from wholly manual to fully automatic procedures.
This is not meant to imply that past experimental work on biographic prob-
lems has been untoward; rather, the community efforts have been commend-

<’ able and more experimentation is urged. The criterié for evaluating these

experiments should be based oﬁ the satisfaction of needs of the community

- 14 -
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of users, explicitly formulated as to both substance and security, not on
catering to the crotchets of keepers of the files. (Appendices 6, 7, 8).

E. Technical Simplicity of Bicgraphics

The biographics area lends itself particularly well to a study that

L N

cuts across the whole of the izltelligence community and its allies, in rela-
tively simple yet nontrivial texrms. While the problems of creating, main-
taining and using biographic files are by no means negligible in comparison
with most other files used by the intelligence community, biographic files
are a great deal cleaner and better. understood (Appendices 3, 5 6, 7 8).
The biographic files are a very good example of files that are wide spread

throughout the community and beyond, used throughout the community and

sy §

beyond, serviced by the whole community and beyond, and which, while
relatively simple in structure, present au of the problems of file mainte-
nance in a noatrivial way. |
Simpler files such as order -of-battle ox installation files exist
in various areas but, in genera.l, these are based on a narrower input
i
’1 spectrum than biographic files and serve a narrower area of the community.
Because they can usually be rigidly formatted and organized and often
| accessed through clear-cut keys such as geographic coordinates, their
‘ mechanization is well within the state~of~the-art and, therefore, easily J
accomplished.
e j"‘. Ve do not wish to understate the ultimate comélexity of biographic
files. We emphasize, however, that major advances over the present

- 15 -
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state of affairs can be made without fear of technological barriers (III, ¥,
Appendices 6, 7and 8).

The report of the Biographics Task Team states that "no major
name index in the intélligence community has yet been fully"automated.
Therefore, proof of success ha.g not yet been. conclusively demonstrated"
(CODIB V, P- 2). The parallelism between the restrictive phrase in the
intelligence community'" occurring in the preceding quotation and in th;:
Task Team's statement of purpose (copiB V, p. 1) may account for the
absence of reference (see also Section III, E) to such files as those operated
by the National Driver Register in the Bureau of Public Roads of the Depart-

ment of Commexce which this Subpanel visited (Appendix 3). This file,

now accounting for 860, 000 drivers' licenses revoked in each of the 50 states,

the District of Columbia, I"uerto Rico, the Canal Zone, the Virgin Islands
and Guam, for offenses involving drunkem").ess or fatalities , got no overt
consideration by the Task Team under the headings "major", ''fully
automated'’, and tproof of success'!, or any other heading.

We regard it as most significant that such a central service can
deal effectively and efficiently with fifty sovereign states ].plus other juris-

dictions. The degree of trust in the operation of and under standing of its

non-~deterministic aspects (see the "may be's' in the Matched Driver Record

Reports of Appendix 3) is apparently such that the practice of returning no
response whatever to the state if a name is pot found is generally accepted,
with consequent savings in transmission and paper-shufﬂing costs. Regis-

- 16 ~
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trars of Motor Vehicles apparently understand and believe that if there is

a probable match in the Register, they will hear about it within 24 hours,

25X1

a B\

25X1

25X1 S etc. In the Subpanel's view, these problems are real and serious
but in no way preclude immediate automation of a substantial portion of the
. . . . . 25X1
community's biographic files (Appendices 5, 6, 7 and 8).

In commenting on the problem of variations in '"categories of

identifying data recorded if available in the reporting'', the Task Team

states that it is ''impossible to develop rigid rules on what constitutes the
minimum identifying data required' and that ''each agency, in recognizing
these problems and the nature of its own index, forms its own rules regard- : '
ing minimum identifying data for recording and the depth of search according
to the nature of the request.' (CODIB V, p.8). Our site visits and conver-
sations with members of the Task Team suggest that the following exegesis
of these comments merits consideration: "Impossible'' means politically,
not technologically impossible; the ''realities'' get in the way. "Impossible"

perhaps means impossible with punched cards. There is no technological

reason known to this Subpanel why only 'rigid rules'' must be considered,
when flexible rules might do and modern storage and logic technology permit

; :
their use (Appendices 5, 6,. 7, 8). In short, "impossibility'" is a thing / ;' '

sired by USIB out of CODIB, . '

1
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The foregoing should not be taken to imply that this Subpanel thinks
that all the problems of the intelligence community have been solved by the
Bureau of Public Roadsz or that ''not impossible' is synonymous
with “easy'. It is, however, clearly implied that there is a need for candid
and unfettered professional reporting of facts to an alert top management and
for scientific experimentation (Appendices 5, 6, 7 and 8). Why USIB, and
hence CODIB, apparently find professional candor difficult may be clarified
by exhibiting less inhibited staff comments that require tough management

decisions if not spirited away by reduction to a lowest common denominator:

25X1 "The establishment of the| | concept aéross the

25X1 boaxrd in | is a management decision which
is expected in FY67. If the concept is adopted, then changes
in ADP and information processing management will be
necessary. '™ (Appendix 6c, p.4)..

"(Transliteration standardization) problems (were) described
over a year ago in A /194/65 attached as Enclosure 2 (Appendix
7(b}). The proposal made in that paper was discussed at length
by a Working Group on Transliteration set up under CODIB
Task Tecam III and eventually referred to CODIB foxr further
disposition. The development of COINS places the matter of

a standard, unambiguous transliteration system for the intelli-
gence community outside the area of academic discussion and
poses it as a problem requiring an early solution, """ (Appendix
Ta, Pe3).

"The Joint Research and Development Program for Automatic
Language Processing adopted by the National Science Founda-~
tion, Department of Defense and CIA is additional evidence

that tloser coordination (is needed) in working out solutions

to basic problems in this area. It is recommended, therefore,
that the Advisory Committee for Automatic Language Processing
in the National Academy of Science be made aware of the pro-
posal and actions (be) based on it at an early date.

* Our emphasis. - 18 -

SECRET

_ __ Sanitized Copy Approved for Release 2011/06/13 : CIA-RDP82T00271R000100030004-6 5

-

25X1

.

-

X

-




~
Sanitized Copy Approved for Release 2011/06/13 : CIA-RDP82T00271R000100030004-6

N\

ECRET
'These remarks are only suggestions. It is strongly recom-
mended that each organization make this decision on the basis
of factual, objective information rather than intuition or purely
budgetary considerations,® Vithout standardization and con-
version of 2 minimum number of existing files to the standard,
the long~-term cost in poor utilization of (1) scarce programmer
talent, (2) expensive EDP equipment and (3) intelligence analyst's

time and talent will be immeasurably greater. ' (Appendix 7c,
p. 16). '

v

F. Biographics as a Laboratory for Technology and Management.

The Clifford memorandum of June 15, 1966, (CLIFFORD) charac-
. . ) |
terizes the problems of the Intelligence Community in the following terms: '

1.

e |

"Tke problems of the intelligence community in connection
with information access and retrieval include, but are not
restricted to, those common to all who must maintain very
large bodies of information in accessible form. This is
even true in the handling of information from unclassified -
sources., The importance of negative information and of
patterns of information requires that access to intelligence <
information produce a completeness of response beyond that
which is expected from many large files of stored informa-
tion, Like statistics, intelligence cannot be satisfied with
the highly anecdotal, but requires that all available items of 4
information are allowed to contribute their part of the final
summary or other intelligence product, (p« 3, No. 7).

""A's a consequence of intelligence community requirements

i for high recall, the mechanized and automated means of
;facce ss to many sorts of intelligence files cannot be required J
. {to meet simultaneously rigid requirements as to relevance.

Accordingly, for some time to come, the mode of gaining

access to intelligence information will be through combined

machine-human systems that will seek the machine retrieval

of stored intelligence information in order that its relevance
; may be established by human examination. It is this combined ¥
{ machine-human factor which generates systems problems of '
i great difficulty and dimensions. (p. 3, No. 8).

"In the area of experimental approaches to the adaptation

% .
Our emphasis,
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of machine processing to the storage and retrieval of intelli~

gence information, an encouraging beginning has been made
within the National Security Agency where the Technical
Information Processing System (TIPS) study is presently
under way. This experiment, although on a limited scale and
confined to a selected number of organizational units and
jnformation files within the National Security Agency, is
producing important lessons for the achievement of a’ realistic
system for the interrogation of a computer by remote users

‘ requiring access to a common information base. " (Pe 4, No. 1I). g
: In addition, Recommendation 2 concerning the Technical Infox;ma.tion
System (TIPS) project, (CLIFFORD, Page 5) specifically calls attention to
she fact that ''the capability for extensive handling of the Russian biography
: -
problem should be available in the community-wide system by the summer
of 1966."
| A
The successful operation of some mechanized biographic systems >

in CIA, NSA and the Bureau of Public Roads, demonstrates that many -

technological and security problems normally arising with biographic files

or raised by their consolidation, can be solved to a satisfactory degree o

(See also Section III, K). Our observations in Section III suggest that no

insuperable technological problems block coordinated action by the commu-

nity in the biographic area once manag ement problems are re solved.

(Appendices 5, 6, 7, 8)¢

In particular, biographic files are free of most of the serious

linguistic problems which bedevil attempts to handle the finding and retrieval J

of the extensive textual materials that form the bulk of the intelligence

community's files (See Appendices T, 8). The CODIB Biographics Task

1 N

Tearm implies in one of its recommendations (CODI1B V, Pe 5, Recommenda -
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tion 3) that a successful biographic system could form a good basis for
approaching these more difficult general retrieval problems through a
'coordinated program (which) should be developed using EDP methods to
provide machine indexes of the bibliographic data processed by any organi-
zation in this field so that the personality information is accessible to a
recipient in machine form with quick follow-up to the translated source. "

The converse can be equally valid, that biographic indexes could
lead back to bibliographic material contain}ing information about installa-
tions, organizations, etc., related to the personalities (an example of
this occurs in Appeﬁdix 6). This Subpanel agrees with the Task Team that
coordinated biographic files together, perhaps with installation and organi-
zation files, may well form oﬁe excellent basis for indexing other holdings
of the intelligence community, since curio sity about an individual, an
‘organization, or an installation is so freqﬁéntly a source of curiosity con-
cerning the more detailed and extensive material that might be in the files.

The Subpanel takes exception only to the mode of implementation

proposed by the CODIB Task Team, namely, that another task team or its

successor be tasked to follow up on this recommenda.tion.v The record shows

that CODIB, as managed by USLB, has been singularly ineffectual in getting

action on difficult problems. Task teams have operated without real top

management guidance or apparent interest, and have developed severely

constrained terms of reference conducive to a bizarre and unprofessional

frame of mind in which membexrs felt constrained to ''go at their task as ‘
-21 -
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CODIB, deliberately avoiding the use of information available to them as
individuals.'" (Statement to full Panel at Briefing of 4/19/66).
The ineffectiveness of the Task Team thus does not seem to be a

fault of the Team itself, or of its Chairman, but rather the result of inatten-

tion by USIB. One of the most serious potential results of this situation is f
)
the slow attrition of professional attitudes., This Subpanel has been consis-
tently impressed with the caliber of the _Task Team Chairmen and members
X with whom it has come into contact, but it cannot rationalize what seem to -

be such passive recommendations from such active minds. Even within

these limitations, serious problems are recognized, statements that strong \

efforts are required appear, but the process seems inevitably to conclude

with the bland, inéffectua.l statements about cooperation and consens us,

devoid of concrete suggestions for action and enforcement of agre.em"ent. i
The history of CODIB Task Team V yields an illuminating example

of that subtle magic. While CODIB itself boldly recommended in February

1964 to '"Develop a Biographic Intelligence Processing Plan', (CODIB 1964,

p.21, Recommendation 4f), the Task Team!'s terms of reference as of

January 1965 (CODIB V, Annex 6) and the January 1966 Draft Report,

conjure up only a limp, eviscerated shadow of this goal in the statement

that ''the objective of this Team was to 'identify means for improving the

storage, retrieval and exchange of information from the major name files

and related data files in the intelligence community'". (See also Section III D).
It is equally curious that while it was recognized in 1963 that "the

| most significant problem in the present period is that of organization'’,

.22 - : : |
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that "collective efforts within the community will become increasingly
.important" (BOREL 1963, attachment, p.2) an.d that ''steps can be taken
within the present state-of-the-art to ease some of thevcurrent problgms"
(CODIB 1963, p.10), such pieties are transmogrified by 1965 into the idea
that '"attention (and management :support)” be given '"to improving the
individual systems in each USIB agency, with projected compatability
monitored by CODIB and the PFIAB/OST Joint Guidance and Evaluation
Panel through briefings, demonstrations and discudsions.' (CODIB 1965 (b)).

The findings of the Task Team VI Draft Report on Research and
Development tﬁat ”security barriers are used quite effectively to barricade
against attempts by other agency personnel to acquaint themselves with
ongoing R&D effor_i:s” (CODIB VI, p.13) and that "very féw intelligence
staffs 'permit realistiq‘ evaluation of their practiqes or products and results
of any evalt;aiéion are gsually tightly held" (CODIB VI, p. 31) , coupled with
the abse;mce of observz;ble experiments (Appendices 6, 7 and 8 became
observa.ble only- with some difficulty, witness Appendix 9) that would support
the change of a.ttltude between 1963 and 1965, suggest that this change is not
as down-to-earth and common-sensical as might appear at first glance. As
of this writing, the report of Task Team VI has yet to be approved by CODIB!
Still more blza.rre, it appears as if it alone, of all Task Team reports, has
already been published! (CODIB VIia).

The Biographics Task Team observed that, in the positive intélligence
avea, 'A'.every organization hé,s its own standards for selection (from collected

material) based on the mission it is supporting and budgetary limitations"

.23 -
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and that 'the same source document is frequently processed by different
PI orgaﬁzations. " They further remark that "there is an overlap of infor-
mation in PI files because the different file systems support the same
requirements, or because the personality mentioned in t"he source meets
the selection c riteria for two different requirements. ' (CODIB V, pp.13-14).

Given on the one hand that repeated handling of the same document
is prima facie wasteful while on the other hand interpretation of the same
material from different and possibly conflicting points of view is likely to
be heléful and perhaps vital to reliable intelligence production, it is very
sad but no longer surpriéing that the task team felt unable to recommend
any approach to this vital problem of top management control, especially
since the same problems had already been recognized earlier by the SCIPS
Study (SCIPS 1963).

Indeed, a disturbing proportion of fhe technical people this Subpanel
came into contact with seemed overly concerned with details of card formats,
while the extent of some management per sonnel's appreciation of information
technology seems typified by sucha carious anachronistic statement as
f'lour problems have largely to do with the processing of language, while
automatic equipment is essentially de.signed to handle numbers'' (BOREL,

1963, Attachmentl, p.2). There is a vacuum of competent l:c;p level
consideration of system design problems combining the understanding of
needs and of possibilities.

This problem is not altogether unrecognized, as shown by the

following expression of the outlook for CODIB:
- 24 -
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"We will need to guard against the ADP tail wagging

the information~-processing policy dog. But we do need

to give more emphasis to technical problems than we have

in the past." (BOREL, 1966, p. 6).

The problem is, perhaps, that the tail and the dog have not yet
met each other. As for wagging -- while we have repea,tedlir‘v emphasized
the need for keeping the user in mind, we also believe that in a community
where information is the most important product, the processing of this
information should be far more than a managerial afterthought. The process-
ing of information, automatically or not, has more to do with nerves or blood
than with tail, but if pressed on tail, we would insist at least on thinking
kangaroo rather than dog.

VThere information is concerned, process and substance assume
nearly equal weights, and top management cannot safely assume that if
it pays attention exclusively to substance the technicalities of processing
will take care of themselves. The top and middle managements of most
organizations, not only in the intelligence community, were trained in days
when information processing was for accountants or scholars, but not for

thern, The fact that modern information technology affects the very fabric

of organizations has achieved some notoriety in The New Yorker cartoons,

but has yet to be tran slated into reali stic organization charts. This problem

is examined in more detail in Section I, E.
It is the opinion of this Subpanel that the biographics area provides

a unique and promising laboratory in which to explore the general technologi-

cal and management control problems raised by the Clifford memorandum,
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and to find out which of CODIB's several minds reflects reality. The
technological problems of biographics, while by no means trivial, are not
so severe as to becloud the primary organizational and management control
problems. The COINS effort may give the rest of the community a chance
to catch up with NSA (Appendices 6 and 7).

Any experiment, however, well-intentioned, will be worthless if
set up in the present CODIB pattern. The reasons why are evident from the
following obeisance by CODIB to the USIB credo:

"7e recognize and accept certain constraints upon what can be
accomplished by joint action because of:

the primary responsibility of USIB members to their

command channels for carrying out basic departmental ~

and service missions; and,

the impact of the NSC allocation of intelligence collec-

tion and production responsibilities among agencies

supporting inforrnation processing programs. '

(BOREL, 1966, p.3).

The deadening effect of the imposition of such administrative
litanies is made explicit in the recognition of the following weakness of

CODIB and its approach:

"Common denominator of agreement may be so large as
to negate utility of the solution.' (BOREL, 1966, p.5).

That these constraints bring out the worst of ubiquitous bureaucratic
tendencies is made plain by the less elegé.nt advice one of our informants
assured us applies under the circumstances: "Cover your ass.'" We can't
help thinlc}ng that this motto is as inappropriate a slogan for a healthy

- 26 -
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intelligence community as "Expose your rear' wouid be for a crack military

unit,

» B

Ve have, in a.dditi,on,' fair evidence (Appendices 6, 7, 8) that "the
system'' -~ not the people -- is inherently responsible for this sad state.
Individuals whose wits seem hop;alessly dim in an official light visibly
brighten in the sunshine of informality. This phenomenon is common to all
organizations but seems pa.thologically.r pronounced in the Community. While,
once again, we recognize the need for users and operators to exert.: the
strongest influence on systems design, we recommend that members of any
group constituted for this pui‘pose be selected for their capability to act
according to their individﬁal wisdom and professional conscience, and
that they be protected by strong top rné.nagement guidance against any wrath
they may draw from home offices as a consequence, A line manager pre-
sented with conﬂict'ing opin:ions instead of bland, lowest éommon denominator
consensus, may then have to make painful decisions (Appehdix 6, p.4; 7a, p.l). .

But we submit that the Community urgently needs additional management able

and willing to act in this waye

We do not think that this recommendation is naive and inapplicable.
We found it refreshing to learn, at Ford Holabird, that among the véry same
people who saw only impossibilities, parochial interests and lowest common
denominators when acting in a CODIB group, some stopped dragging their
feet and leaped into action when given the advantage of a strong management

directive issued by the Secretary of Defense who, on May 27, 1965, ordered
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them to provide a centralized index to the Armed Services' investigative
files by May 27, 1966 (See also Section III, L). Indeed, the job apparently
got done, Critics from other agencies are quick to point out that exces sive
haste has, in their opinion, yielded a product Jacking elegance, generality,
or DPOWer. Nevertheless, the illﬁstration shows that top management has

a real choice. Under the constraints prescribed by the USIB credo, CODIB

had none.
In commenting on the future (BOREL, 1966 (c), p.4), the CIA's
Director of Intelligence Support, currently also serving as Chairman of

COD1B, observes:

nCODIB has been under the same leadership since its
inception eight years ago. On general principles, a new
look by a new man at the helm is advisable."

Unless the top management structure that has permitted USIB to

stifle the professional impulses of the members of CODIB and its Task

Groups is profoundly altered, no helmsman is likely to be able to steer

a different course.

III. OBSERVATIONS

A. Relative Characteristics of Positive Intelligence, Counter-
intelligence and Security Files.

Since Positive Intelligence files deal largely with foreign personalities

and a substantial proportion of their source material is from open literature,

the problems of indexing these files are subject only to the normal technical

constraints common in the Intelligence Community, without touching more

-28 =
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delicate areas such as might be raised in the evaluation of uninterpreted

data on U.S. citizens. On the other hand, the files appear to be among

the more problematic in terms of acquisition, indexing, and completeness.,

In the Security files, a goodly portion of the inputs is on controlled

forrns, often supplied by the sindividual himself, and positive identification
N
in tags, such as Social Seéurity number, etc., are readily possible.

The Counterintelligence files are constituted from a much greater
variety of sources, tend to be far more fragmentary, and their use is more
complex and difficult. In these respects; Counterintelligence files are
more like PI files than Security files.

It therefore seems reasonable to infer that general solutions of
Positive Intelligence and Counterintelligence biographic file problems
could be readily specialized and adapted to the needs of Security files, r
but that the reverse very likely would be far more difficult. These state-

ments are supported by evidence to the effect that PI and CI requests tend

S « .
to include 20% name finding and 80% name searching while in the Security

files the proportions are estimated, respectively, as 5% and 95%.

" *The terms '"name finding'' and ''name searching' are defined in the CODIB
Task Team V Report as follows:

'"NAME FINDING: The searching for name information about one or a group
of individuals by looking for data elements other than the name, such as
date of birth, position, location, organizational affiliation, occupation,
military rank, nationality, including a combination of such factors."

"NAME SEARCHING: Search of indexes or files organized by the names of J
persons to determine if information exists on the jndividual, or to validate
basic information. " {

CODIB V, Annex 1, p.l, Glossary.

- 29 -
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The s‘udy of Fi and CI files thus prusents the greater challenge to
appiied research a.nd development as wen as a hope of fhdmg general solu~

tionss There is evidence ‘of some orxginal explora.tzon in this area (Append:.ces

i

6, 7, 8) but g'rea.tér top management understanding an‘d‘suppoftv of such efforts
is essential to s:.gnlfz.cant and w:.despread progress.e

B. File Overlap and the Single File Problem

CODIB V coatains a very rough estimate (p. 2, para., 6') that 'there

are people involved in biographic activity. in and out of the 25X1

'intenigence community.; Approximatel% at an annual salary- 25X1

3

are directly involved in work at the index level, in  25X1
the preparation, maintenance, and searching of the major biographic indexes."
The report then goes on to point out (p.13, 2.b) that P

"The basic criterion of any agency for selecting.an item for a PIL |
' file is whether or not the itern supports the foreign intelligence effort on 2 ' ‘
| particular country or area. Every organization has its own standards for
selection based on the mission it is supporting and budgetary limitations.
The same source document is frequently processed by different PI organi- ,
zations .« There is an overlap of 1nformat1on in PI files because the
different file systems support the same requirements, or because the
personality mentioned in the source meets the selection criteria for two
different requirements: e«g., CIA and State have an interest in military |
personalities who are promment in other fields such as politics, science,
space, etc., whereas DIA and NSA are interested in the same person because J
he is in the military field. There is no as surance, however, that because
a personality is mentioned in a source document that he will eventually be
processed into a PI file," .

Further oa the same report points out (p. 15, 4.c) that
"'Some f11es are restricted by secunty cla.ss:.ficat:.on as to.

what can be processed. Researchin sucha limited source file often
gives incomplete or outdated information. " : i

[—

The CODIB report further states that
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vy "ﬂ: is doubtful that any single file, whethor it be cc)mp\.torized or

vmavm«.l, ca.n ever be’ coﬂsidered a complete or sole aouz'c:e for biographic
information. "' -
- This Subpa.nel takes strong except;.on to this last statemont. largely on the
ground that it has not been able to uncovei‘ the exzstence of. any data. produced .
as a result ofa comprehensive systems study concerning either the adva.n-
tages or the disa.dvanta.ges of a smgle commumty-wzde biographxcs file.
(See also Sectzon I, I).

However, the foregon.'xg exceptmo shouiol oot be taken to mean fhat
‘this Subpanel belioves that a smgle commumty-wido o}og?gpmo file is
nececsaz;ily the only means of. effective coordination. Siﬁco it is evident
that a thorough systems study of th:.s idea has not been undert;ken, it is
impossible to we‘lgh 1ts merits. Nothmg that this Subpanel has seen mdicates
the a priori desirability of this not:non, but experimental wor'k}tha." Would
_ Se of use in such consideration has been suggested by'CIiffOde(QLIFFQRD.
Recoxamendation #2). |

An obvious conclusmn in tlns ma.tter is that consolidatzon or at
least common mdexmg a.nd.ea.sy mutual a.ccessxbzhty of CI and Security files

1

is technologically feas 1b1e. However, the obvzousness of this conclus:.on

derives solely from technologzcal consxderatzons. and when more complex
factors such as security, utﬂxty, etc., are mcluded, a centrahzed b:.ogra.pluc
file is not necessarily Jusuf:.ed even though it is technologlcally fea.sible.

The issue of a centra.hzed b1ograph1c: file was left in 11rnbo by CODIB‘
departure from its resolution ”to develop a bmgraphm‘ mtelhgence processmg
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plan'{ (See Section H, F)s Here a.gain, uhe coadxtion necessary for progress

15 rosolute top management action m aupporting thorough professional explor-~

ation oi alternatives a.nd then exercxsing its deczsion-maki.ng responsibzhty.

vt 8

In the PI a.rea, the technical issues are rnorc confused and, therefore,’

all the moxze in need of exploratory inve stxga.tion. Fot exa.mple , the prevalent

.“1.

practlce of sca.nmng PI mput ma.t‘.enals for names and resolvmg name variants

Yo e f

and name va.natmns before entering the mater:a.l in ﬁles haa led (in some

HRTEERY SN o T

ca.ses) not only to a substantial backIOg of unentered ahd therefore unavail-

Lo U Doy
able material, but a,lso to the repea.ted resolution of the same problem by

every recipient of the same ma.teria.l. -

PR
v.\ .

The al..ernatwe of entermg ma.tenals only once for the whole commu-

AN

r_;ity, using as a key whatever name va.r1a.nt or varia.tmn appears in the raw ’
materml and applymg name-groupmg techmques to dra.w together scattered
relevant material at the nme an actual request is made for information, lLas
received only scant att;ention. Such a task is clearly n'npractlcal with manual
or older punched-card'tech:tﬁ'ques but not at all ruled out ‘with modern techno -
logy. The feasi-bilit&. potentiel dollar savings, and incree.é'ed inforn;xation '
availability that such teehniques might provide should be investigated in

spite of the specter of centralization. (Appendices 5, %, 7). Current tech-
nology prov:.des top management with a wide range of combinations ranging
from maximum decentralization to the level of the indiudual, to maximem
centralization on a governmeht~wide besis. The'ra.nge should be candidly
explored and top management pre sented with the raw materials for effective

el . AR

decision-making. .
‘ =32 -
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The SCIPS report poi.nts out that, although '"DCID 1/9 a.llocate's
responsibility fcr productlon of bxogmpluc intelligence and the collection

and maintenance of bmgraphic data on foreign per sona.ht:.es, " (SCIPS 1963,

L 3

25X1 Pe 57;, various agenczes \ } ma‘inta.in' substantml bxo graphic
files without spec:.ﬁc a.uthorxty under the allocat;.on in DCID. Also, as an
asxde , it points to an "1nc1dence of rna.ny files that are no longer mpm: to' L
The report then comments that "'a set of ‘huge fﬂ.es w;th then- 1mphed
amount of proces sing effort is being ma.mtamed in a'manner not 1dentif1a.b1e
in {erms of DCID functz.onal responsszht:.es. This is not to say thatz does 25X1
not have a need for this informatioh,. for it'manifes'tl}‘r does, Therefore, the
inference is that fixOSe responsible undexr DCID are‘not 'performiﬁg satis~
;f 25X1 fa,ctorily to|  |needs or that subject category is net a good way toAa1§10cate -

this responsibility or both" (SCIPS 1963, ps 68)

Had CODIB been encouraged by hlgher management "'to develop a

- biographic mtelhgence process1ng plan", some light mxght: now shine on
this obscurity. They were not, and therefore it does not.

- Co Ewvidence of Current‘ Automatien Efferts

There is encouraging evidence of widesleread beginnings'of modest o
automation efforts throughout the intelligence comr'nunity.ﬂ Within the CIA
the Special Register, the Biographic Register, and thS syst’e}n.A 25X1
with its associated iﬁdexes. are mechanized to Iva.rying degrees and wr‘?th a
variety of different tachnical and file structure a.ppro'ache"s‘: However, in
some of these cases, punched cards were introduced 10 yeere ago and little
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new and effective has happened since, Wholly or partially mechanized bio~
graphic files exist also mz DIA and at Fort Holabird,

However, as discussed above (Section II, F), community efforts
to mechanize biographic files are fragmented and generally ﬁhcoordinated
betw_egn agencies. In view of the,trecognized overlap of biographic files
{(CODIB V, .p. 14, para, 2c), it is difficult to understand why a community-wide
effort to evaluate the potential support of ADP has not been sponsored by
CODIB, except on the hypothesis that. top management has been unwilling to
sponsor its. Why CODIB V does not recommend such action is clear from the
impotent charter and the pressure toward the lowest common denominatoz
resulting from in;dequate direction by USIB., The irony of this situation is
made plain by Recommendation 8 of CODIB V whicl;.state:s, (C,O‘DIABAV, P.5)

""The Task Team III (or its successor) be tasked to study those

‘various programs exploiting open source scientific and technical information

which generate personality inforration of positive intelligence value as a
by~-product. A coordinated Program should be developed us ing EDP methods
to provide machine indexes of the bibliographic data processed by any organi-
zation in this field, so that the personality information is accessible to a
recipient in machine form, with quick follow=-up to the translated source. '
(See also Section II, F). . - '

Apparently, mechanization to achieve community-wide coordination is good
in this bibliographic area but not good in the derived biographic area., This
Subpanel has not perceived any substantive reason for this distinction, and

our recommendations reflect this fact,

D. Need for Applied Research and Development.
There is some encouraging evidence of recognition of the need for

applied research, development, and experimental activities in the biographics
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area. Among many equally serious problems, the CODIB V report stresses

the critical technical problem of dealing with name variants and name

S | -
variations in name searcixing i:hfough biograpﬁi‘c files , especially those with s
a prepov-:xderance.of fofeign. names or even of U.S; citizens in cases where
source format control is not posszble (see also Section III, B, and Appendxx 5)¢
Problems created by the high proportion of common names in ve.nous 7
files {CODIB V, p. 8, item 8) are a.lso recogmzed, as 1s the more difficult
technical mattexr of providmg usefully formatted 1dent1.fymg data on named 1
or unnamed persons to permit searches of the name-fmdmg type or 1de¥1t1- %
fication in the absence of names ., | R o : i
Nevertheless, the Pa.ﬁel is encouraged by the finding of the CODIB '
: A
Task Group (CODIB V, p.ll, item 5) that "in observiﬁg' some of these typical q
and widely used forms s the Team found that certain basic data .such as name .
place and date of birth, Servi ce Serial number, Social Security number; sex, )
etc., were included on each form,' While this finding applies prifha.rily to
the Security ﬁles, perusal of the Chart in Annex 4 of the CODIB 1'eport ‘ ‘
indicates that an effort is being rnade to provide snmlar ﬁelds, even in ‘
the Positive Inte 11gence files, although the probabﬂ:.ty of no information
a.ppea.riné kin these fields is obviously greater. The fact that certain standard
elements, blanks in the forms as it were, may occasional;y I;e left empty
in some md:.mdua.l forms, does not negate the clear respons1b1hty of defining
s;anda,,.d elements even in PI files, The specter of empty fields haunts only
those whose thinking is limited to punched cards and it is readily excrcized
by hnore modern techniquess ' ‘
|  -35- | o |
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A:s pointed out in the Introduction to {his report, a major policy
issue to be faced by the top management of the intelligence community is
how to make most effective use of the technology and methodology available
in thé nation. In some a.reaé, there will be a need for directing resources
toward the development of technological solutions designed especially for
biographic information processing problems., In order to guide such efforts,
the community will need a coordinated applied research and development
program and strong in-house capabilities in specific areas which are not

S e
covered in other government or nongovernment agencies, The apparent
fact that intelligence research and development under the control of the
Deput y Dirdctor of Defense Research and Engineering (DDR&E) is not
necessarily considered part of the community, de sgq:veé a deeper analysis
which this Subpanel has not undertaken.

The Task Team was barely able even to state the problem under its
weak charter. Finding #1 (CODIB V, p.l) states that:

"l. Improvements in the speed and quality of biographic information
processing involving interagency exchange on U,S. citizens and foreign
nationals are necessary to further improve security, and to afford policy-
makers and analysts better response from biographic intelligence files on
foreign nationals of interest from a variety of angles - military, subversive,
political and scientific, The Team finds that use of computer techniques and
interagency telecommunications links may provide significant. improvements, "
Finding #2 then remarks:

"2, There are, however, profound, complex problems and significant
costs in making major changes in the large biographic holdings of community
concern, particularly if g:'he changes involve conversion to computer sys‘tems.”

- 36 -
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The inclusion of policy malkers in Finding #1 A"i:mplicitly argx.;e's for
the importance of the files and the a.g's‘o‘cié.’ted px:'o‘olems'. The recoghiition
of the profouno nature of the problems in Finding #2 implicitly argues for
the need for very strong and poWezfﬁl recomrﬁendat’i‘ohs -for'actlion;

The a.ctual recommendatmns made by the Task Team are pa.thetxca.ily
inadequate when held up agamst the problem a6 sta.ted in Fmdmgs #1 and #2.
Hov)ci:'ver , when the i‘eéommendati‘ons are compared thh the Task Team
objective, the fit is exceedingly precise': gwen weak d:.rection. weak results
ensue.

E. The Nature of the Bzographms Technological Problem.

There are many biographics problems that can be solved with avaxl-
able technology. However, there is a wide gap betWeen an:.lable technology
and the community's capability to apply it, It is a.ppa.rg:ot; to. the ‘Subpanel
that top management should ensure that competonce m oo'xfplputer_ systems

analysis be added to the community's wide range of expertise. This com-

petence must be distri;outed broadly and at every level including the highest.

i

Once a major fraction of community personnel have some trammg and
experience in this di.scipline, it will become much easier for the - commumty
to avail iteelf immediately and rationally of the benefits of off-the-shelf
technology and methodology. Othexrwise, oscilla.tion will cont;inue between
naive belief in the potency of technological procas ses and the vain hope that
information technology will quietly go away and lea.ve the status quo,

- 37~
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Specific and important benefits should accrue du-ectly in biographic
problem areas, ‘In the opinion of thls Subpanel, the most 1mmedlate and
; impoxtan. benefit would be an appreciation by senior management personnel

responsible for biographic file installations and their use, of the need for

w R

and the nature of well-integra.ted information technology. W1th apprecxatmn

and understanding would come stronger lea.dership ax;d: hetter control.

Relatnrely few of the listed member shxp o£ 'I‘a.sk ’l‘earan had +he
experience or quahﬂca.t:.ons ofa profess:.onal EDP systems or a.pphcations | ~
analyst, A few others have med:.um heavy experience‘, »bet the rest have very
little, if any, expenence in applying EDP equlpment tol rnaJor i:roblems. . ¥
This casts no aspersions on the personnel 1nvolved becaus e in the past there
has been l1ttle need for such expenence. Most b:.ographxc flles were‘ sterted

as manual systems, the need for mecha.n:.za.t:.on is relatwelyv recent. Thus ’

the lack of hlghly quahﬁed personnel in bmgraphJ.c f11e s.ystems may be seen | : ’

as the root of the lack of intelligent ma.na.gement apprer'z.atzon of exther the

scope or the hm1tat10ns of information technology. : N

! But, even granted the existence of a ca.dre of h1gh1y qua.hf:.ed EDP

| systems ana.lys ts in brogra.phmcs work, there remain the "profound, complex
problems" of Fmdmg #2 (II1, D) and these have to be solved. Since these
problems combme the technologrcal and adminis trative they are, therefore,
problems for which methobdollogies or technologies cannot merely be picked
off the shelf;

In or;ier to shed further light on these problems, it is i_ns tructive to .

-38 -
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examine the Task Team Findingé (Se¢tion’IIl, D) and their statement of the

Finding #1 begins with the -clause "'Improvements in the speed dnd
quality of ‘biographic mforma.txon Processing.... are- necessary aee " This

statement is very good because it emphasizes speed and quality, two of the

three basic parameters by which any information Processing installation

can be measured (the third Parameter is cost of resources). - The Team
further found "that the us e of computer techniques and'interagency tele=~
communications links 1_n_a_:y prove significant'improvements. " Since the Team
was expert enough Professionally, we conclude that "may" is merely a bow
by the Team to the ''realities" within which lack of USIB" direction left it:to
operate. There is no real doubt that computers and télecommunications
links can improve biographic information processing because of the high
capacities (bandwidths) of both modern computers and'telecommunicatiqns
equipment,

Evidence, 1f needed, is found in the fact that some members of the
community have already installed both types of equipment (e. g., CIAS . 25X1
and LDX) for separate problems with the belief that both quality and speed |
are thereby improved. The best evidence for the feasibility of improvement
via EDP is, therefore, found within the cornmunity itself, This conclusion
may also be deduced from an examination of the files themselves, For the
most part they are formatted, and even the unformatted files (such as in

CIA-BR) offer no technological impossibilities (Appendix 5). Cost of

* Our emphasis. ' - 39 -
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resources is the most important determinant, barring politics, of course.

Only a well-informed manzagement backed by competent systems analysis

staff can decide when the adoption of new technological devices is or is not

'worthwhile and thereby avoid both lagging behind the times and blind

keeping-up-with-the-Joneses.
Finding #2 is somewhat more instructive. Here t.k_iev,ernphasis' is on
making major changes «e. particularly if the changés involve conversion

to computer systems. " This statement distorts the realities of conversion oA

(Appendix 5¢). Usually the overall cost of the job is the principal hindrance.

" have been goived in several community »

The "profound, complex problems

ins tallations visited by the Subpanel; usually the profound complex problem 31

turned out to be changing the attitude of top management. This change,

- e

however, can hardly be charged as a technological component of the systems

problem (Appendix 6¢c, ppe.4).

e.AA._‘

More to the point, it should be noticed that Fi,_n’dfxng #2 sees the

problems as consequences of making changes in the file installation. In ¢

other words, the new file will be a modified version of the old file, and the ‘

greater the changes, the greater will be the problems introduced. Our

is to make

inevitable conclusion is that the best way to solve the problems d

no changes atall, This aspect of FindingA#Z thus gives the coup-de-grace

to Finding #1 which weakly states that changes may improve the speed and - -
quélity of biographic information processing. ".I“he ﬁroﬁessional systems |
analyst would not be,intimidated by Finding .#Z. ‘t}‘.xusi 1@a.y}ng the Suﬁpanel
| - 40 - | ’ i
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with the conclusion that this Finding was intended fozj readers who neither
are systems analysts nor have them on the:';r.s.taf'fs. | |

The remaining Findings offer substa.nt:.al da.ta. for the systems

analyst. Findings #3 through 10 present pertment numencal data that

L Y

is very useful in deriving a p1cture of the bxographzc ﬁle problems « Indeed,
the problems are great but by no means beyond the 11m1ts of technological
possibility. Finding #8 is worth a mochcum of a.ttentmn.v .Desplte the 1mp11ed
threat of Finding ##2, Finding #8 says that for na.n*xe ea.rching,, EDP may ]
provide improvements, but this statement wa.s apparently cons:.dered ra.sh
and puenle for it was 1mmed1ate1y slugged in the folllow.mg. sentences bw1th
the pompous and only tenuous ly true pronouncement tha.t "no maJor name
index «e.. has yet been fully automated, " (see.a]'.soSect}on I E) thus mvoking
the threat of Finding #2. o e . o
S In Finding #10, the body of Fxndmg #1 is st111 thtchmg. We are told |
here that name finding may poss1bly be 1mproved, bnt only by exchangmg
information about "EDP techniques for improving speed and ﬂexlbml;y of
response,' Notice how the golden "quaiity" of Fmdzng #1 ha..s been ;ransmuted :
to leaden "flexibility''s - | | | ]
Finding #11 then concludes with a wide-eyed view of the wonderful ‘ {
world of profe ssional interchange. The whole set of Findings reminds one |
of Franck's Symphony in D, where the good tneme jonsts with the bad theme.

In CODIB V, the bad theme wins, and Finding #11 depicts the rainbow after

the storm.

-41 -
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The foregoing teatual analysis, while necessary to achieve catharsis, {

© v e e =

does not take the most constructive viewpoint of the problems, The positive

approach of systems analysis is to create something new out of something

oid: change is not something to fear but something to use to a.dvantage. : '
Preoccupation with £ormat sta,ndards can prevent one from seeing a better ' &
solu‘cion to the overall problem. Annex 4 (CODIB V) ;llustraj:es the reality ’
of the problem in Fl?fferent agencies. There seems to be little doubt that

each agency will need more or less data in if:s Fgggrds than another a.gency.

There is no technologica.l reason why e;a.ch agency cannot have information ~

entered, stored, and retrieved in any formal.g of ?J:_:s thiqe. Annex 4 merely
tabulates the differences which 1:he-T system must accqmmoda{:e.

From a systiems design viewpoint, it would be a m'}stakg to try to
force sta,nda.rd formats on every agency, since this is not necessary within
the flexible new technology and smce there. arelmore szgm.fxca.nt a.nd dJ.ffJ.cult

technological and management problems to be solved. Lo

F. The Invisible Colleges | |

There is a strong need iiclvr positive interagency cooperation, |
information exchange and joint enterpn.se in the b1ographics realm. We
are convinced of this need by observing efforts in several agenc1es thhout
evidence of mutual knowledge. This impression which might otherwise be

attributed to the superficial character of an inquiry by outsiders, is corrob~ \/

orated by Finding #11 of CODIB Task Force, which states:

The Team agreed that the professional interchange derived from the
Task Force effort was highly valuable to each mernber in prov1d1ng new

..42-
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insights in manual and machine techniques, interagency channels, sources
of information and policies of other agencies, " '

A similar reaction was observed by the Panel in the course of a meeting on

March 29, 1966, which confronted representatives of the Electronic Data

L

Processing arms of NSA, DIA, and CIA, with :epres__en%gtiye"s of the
counterintelligence ofﬁcés in a discus sion of _security and compartmentation
problems, Invisible colleges seem to be respo:z}js§13{§ for the work that does
get done but they are pot “a.d‘equa.te enough in tl}eip p}"g‘c‘s?zj;ious assistance,

G. Compartmentation and Security

We are co;;'Y;nced that con;.mpari.:x.-neptaltion; 1s gged not on;y for security
reasons but, a.é the R&D report poir_;lts out (CODIB VI, p.13) also for admin-
istrative reasons ma.squera-ding ;as

"'security barriers that are used quite effectively to bar.rica.de

against attempts by other agencies!’ personnel to acquaint !

themselves with ongoing R&D effort, " ‘

'I’he’Subpanel has not been able to disentanglg t?he problem of file
security from adn‘xiﬁistrative and in-fighting problezﬁs. We acknowledge the
genuine needs for security and compartmentation, but we suspect that these
may have been misused, with adverse effects on community cooperation.

The community clearly recognizes the possible glaniaging effect;_ of

compartmentation, witness the statement: ‘ {

"Research in such a limited source file often gives incomplete
or outdated information.' (CODIB V, p.16).

Anecdotal evidence of the effects of delayed or impossible-collation

of relevant facts abounds, buf: we notice a total absence of either. a mechanism

- 43 - :
SECRET '

-k

“\é
Sanitized Cogy Approved for Release 2011/06/13 : CIA-RDP82T00271R000100030004-6 4. . |

o -
et etemeseeeseneediihagiy N WAl 1L &S \A W/




Sanitized Copy Approved for Release 2011/06/13 : CIA-RDP82T00271R000100030004-6

. SECRET ' j
for studying this problem or even a genuine concern for 1t. The CODI1B

Biographics Task Force report apparently felt constrained to skirt around

the problem by making such innocuous recommendations (CODIB V, p.4

item 5) as that 'the CODIB Support Staff be directed to prepare and maintain

L% N

current publications to inform users of biographic information ..." with the

hedge that this effort be limited "within the limits of security classification

" :
and need-to-know prescribed by each agency." This recommendation firmly

=

endorses motherhood with zero real effect; in fact, it ﬂatly contradzcts the s

one quoted in the preceding paragraph from page 16 of CODIB V.

H. Conceptual and Managerial Problems o o )

ES |

The R&D report rightfully points out that "Canéptual .a',nd' mahagerial
; problems are more crucial than purely technical. f' : (COﬁIB VI, p..3). i
The R&D report further pomts out that "Th;are is ne1ther an organized

" set of R&D objectives, a pohcy for establ:.shmg R&D obJectives. nor a <«

mechanism for accomplishing either. " (CODIB VI, Pe5)e

P It is clear to the Subpanel that the product of one agency or compart-
ment is the input of another; that there are many loops, cycles, iinterconnec-
tions, etc,, but that the prevalent concern for local optimization of z;esourlces
and performaﬁce 'is unmarred by any visible concern for total systems design. J

There is an almost total absence of planning data or statistics in a

> " form that would enable management to determine appropriate courses of

action. This Panel would welcome a refutation of this statement in the form J

of appropriate data. For instance, although everyone ‘agrees that the question J

* Our emphasis. . - 44 -
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of security of shared files is of primary importance, no oneé can supply
ntary matters as the relation-

1 .
useful data or criteria concernmg such elcme

ship between the level of security preca.utions and expense and the safety
acquired at such a jevel. It is striking, in fact, that the Chairman of the
USIB Security Committee regarded this question as & novel one when it was

y Briefing of the full Panel on March 20, 1966.

asked during the Securit

The data may exist somewhere, but the fact that this Panel was unable to
uncover it is itself symptomatic. Elementary facts concerning management

techniques should be developed if a decent system is to be designed.
We have dealt briefly elsewhere in this report (Sectxon iI, F) with
our concern that information processing become less of a stepchild (or tail)

of information substance, with the need for users to partxcxpa.te in systems

blems of lack of USIB dn‘ectm

d for a probabxhsnc view of

design, with the pro ns enforced cons ensus

and lowest common denominator, with the nee
collection and retrieval, and with the need for introducmg competence and

rstanding of systems design problems at the highest level of mi

unde
e uneasiness over the jntroduction of auto-

At the root of much of th

matic information processing techmque there seems to be a fear, not only
about the matter of security, but also about agency or management authoritye

dom tells us that knowledge is powerT.

After all, folk wis
est that it can be exaggerated,

This is a valid concern, but we sugg

and that the fear is, to a large extent, fear of the unknown. While there
at least part of this .

are legitimate reasons to guard information,

- 45 -
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concern arises from a mistaken confusion of information gathering with

T .

the exercise of authority. Clearly, the opening of information lines up,
‘down, and across would legitimize a leaping over organizational boundaries
that, while essential for real accomplishment, is done nowadays only at

official risk and peril (e.g., see Appendix 7c, o 16): Orgahiiatidﬁ lines

w R

reflect lines of authority, but while knowledge is power, the gathering of
information is not the exercise of authority., It seems, therefore, perfectly
proper for a manager to leap several levels down or for a subordinate to

leap across organization lines in search of information, so long as decisions

and orders travel by normal channels and care is taken to protect legitimate

privacy.
This vital question must be faced équ;réiy by top management if
real progress is to be made in community-wide inf&rmatioh processing.
I, Manpower ‘ A .
The Subpanel believes that .there is a.'serious ‘slhorta.ge of .
skilled manpower applicable to ‘biographic p;oblems. The ékills in short ';
supply include both comp'u’tér systems specialists and biographic specialisfs. L
There appears to be a wide variation in competence and experience of these |
peonle in the instail%tions visited, and the absence of positive communica-~

tion channels precludes a sufficient interchange of experience which could

help upgrade weaker personnel.
The Subpanel is impressed with the quality of expertise found
| among senior biogré,ph';c personnel. However, these specialists appear to

- 46 - i
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be made,' not born; 5nd their skill is the result of ey.ctensive on~the~job
experience. At thé same time, this pool of talent xs fragmented along the
same lines that the f.xles are, This strikes the Subpangl as an unwarranted

division of a critical capab111ty. To have experienced indexers review

’ identical source n.‘xater:.als 1;1 several agencies and yet ll.é.vé analysts be f
: unable to have a;vxew of the tc;tal picture of an 1nd1v1dua1 (CODIB V, p. 13,

p.'Il.:u. see also Sect:.on III, B) strikes the Subpanel as a serious deficiency.

We applaud once again the intent of Recommendation #8 of the Biographica Py

Task Team Report which recommends in part, ' -
“A coordinated program should be develdped using EDP
methods to provide machine indexes of the bibliographic
data processed by any organization in this field, so that
the personality information is accessible to a recipient

in machine form, with quick followup to the translated
source, ' ‘ : : -

Considering the sérategig necessity of preernirieht" Caiaability irf biographics',
the Subpanel feels that more than good intentions are.réIQuire"d.
Therefore, it is recommended that a plan for developing a
community-wide biographic capability with the highest professional standards
/ / of performance be submitted to PFIAB through the Director of Central Intelli-
gence by 2 January 1967, This plan mt;st include means for upgrading the
skills of individuals to a much higher average level, and it must also include
plans for adding systems analysts and technological expertise to the impor-
tant biographic capability. Appendiceé 5 « 8 of thiq Report present samples
of specific suggestions'that should be openly debated among the members éf

the Community to provide a solid basis for strong top management action,

-47 -
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J. Communications

Recommendation #2 of the Biographics Task Team Report says
that each Agéncy should

uStudy the feasibility of telecommunication links within

the national agency check complex to facilitate the ex-~

change of requests and replies." e oot
In this connection,. it should be noted that the extent of this problem may have
been exaggerated. The figures compiled by the .Biographics Task Tearn

reveal that an extraordinarily high percentage .of réquests addres sed to bio-

graphié files are returned with an indication that no record could be found

(See also Section 11, E; Appendices 3, 4). This fraction varies from 80%

for Civil Service Commisgion files to a low of 2% for:DIA files. For positive
intelligence reques‘;s, three of the five agencies c‘ited stated that 50% of the
responses were no hits. Since a negative response c‘tan:.be communicated by
one bit (or none) of information, it strikes this Subpanel that neither traffic
density nor security plays a major role and that current time delays are

{ outlandish (See also Appendix 5a, p.2, para, 4). There is no evidence con-

cerning how many of the no-hit responses are due to the diversification and
multiplicity of the files ,., |

This Subpane} believes that the telecomrunications links are
obvicusly feasible and that there is no need to study anything except the
costs and the icon.ﬁguratiokn desired. This is routine engineering work once
management decides what '.i.t-. Qants on the basis of firmly directed, profes=
sionally competent and- candid.staff worke.
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K. An Approach to Security Problems.

We note with pleasure a tradition a.nd an exper\im;nt which suggest
ﬁhat the security pi'oblem for biographic files may be tractable. The Bio-
graphic Task 'I‘eam Report po;nts out that

"Informatxon about mdxwduals comes from a great'v:diversit;,r v

of sources, through a large number, of . channels, and has been

stored in a variety of retrieval systems in diverse formats.'
(CODIB V, p.6, item 1).

The Report then goes on to i:oint out that

“'I‘hesé 'have tr,aditionaliy taken the form of mdex references,

either self-contained, or leading to dossier files or to indi~

vidual documents.

Here the tradition of the Commumty seems in co?nélete ajo:'cord with the needs
of a rea.chly acce551b1e, mecha.mzed or unmechamzed bmgraphm file system.
The CIA expenence \mthzand its assocxated systems reznforces this
impression. Th@ file contains bmgrapluc documents of varxous
security classifications to which access is controlled by dlfferent compart-
ments. There is, as we understand it, a separate umhed mdex to these
collections, but security compartmentation i..s still mamtamed ;zv.ithin'the
index as a safeguard.

The separation o‘.f index and dossier leads natura.l.ly'to t‘he ooncept
of free sea.rch on the 1ndex with a filter at the output. Tﬁis 15 , in fact; :’the
way in which thez file operates. A.nyone who is authorized to use
this file has access to the mdex, but when a hit is ma.de in the file, only
items which the requéster is authorized to see are returned 'to him - the
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others are sent to a control point and the requester is notified that he must
seek permission of the controller to have access to the data if he is qualified
to have it, At least the requester knows there is something to go after; hence
if he decides to insist on seeing the material, he has.a position from which to
insist. The separation of index and dossier also leads naturally into a
stratified retrieval technique which could minimize the restraint of security
problems on the pace of mechanization. Index files are considerably less
voluminous than dossier files and the one can be mechanized or not indepen-
dently of the qther. Together, with the use of various advanced transmission
techniques, this may lead to reasonable technological solutions. .-

The fact that this kind of system can work'in such a sensitive area
is most encouraging. The fact that this technique seems to be unique illus-
trates how slowly ideas travel even on innocuous matters of technique.

COINS'is presently trying to grapple with some of the problems of adding

| biographic files to the system. It should be instructive to-study their selec-

. Sanitized Copy Approved for Release 2011/06/13 : CIA-RDP82T00271R000100030004-6

tion of files for inclusion in the system. Except for large .dossier~type files,
there should be no particular bias except that of cost and utility. Techno-
logical and security problems normally arising with biographic files or

raised by some degree of consolidation should not present any serious tech~

nological barriers,
The implication of thezapproach is quite serious. Its

example suggests that, in principle, the notions of index mechanization and

of free index search can be adopted in the community wherever a systems
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study reveals its potential usefulness and economy. The material in
dossiers may then be kept at any level of classification, subject to appro-

priate output filtering, The requester can be notified that material is

immediately available; that there are more hits, but that he should consult
the controlle;' for permission tol see these,
The importapce of this technique lies in the fact that access to
otherwise denigd f;lep is at bést a passive matter ﬁthquf it. An analyst
may send out a request for information and mé,y hit a very sensitive file,
Those who control the file may, if they feel so0 in;lined, take his request
seriously, sanitize the material, and make 1t gvailable to him. This is, in
3 principle, the role that coﬁtrollers resident in groups that keep sensitive
files play in substantive iaroduction areas. Given the general climate in the
community, however, we suspect that the tendency to give no reséonse or
oniy minimal sexrvice in the face of great trbublg or #hrea.t of competition
is very great indeed. A detailed and candid analysis of how such requests
are actually handled is not available, but this Subpapél would be delighted P
to have this point refuted. |
Positive information about hits is invaluable as a means for pro-
viding great pressure for a request to be filled without creating a central
authority (hence,. \;vithouf the dis advantages inherent in centralization). An
analyst who knows tlhat someone else holds ma.ferial that may be interesting
to him and 'I:‘ha.t he has the right and the duty to req\;est access to such j

material unless positively denied by security rules, is likely to be far more

-
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alert and diligent in digging out this information and exercising pressufe
via his supenors than if he is at the mercy of passnre responses to a
broadcast request. The labor of justifying a dema.l under these cxrcum-
stances may also counterbalance the labor of aa,mtxzmg materxal to make

it available.

The example of theﬁ file a.pproach thus offers potential

advantages both to those who must maintain security of the file and to tbe

user who needs a.ccess to all mforma.uon whlch he is Just1£1ed in having.

ThDapproach is also an outstanding exarnple of a farsxghted

information processing policy which 'makes judicious use'of technolbgy~ to

stay ahead of the problem.

L. File Conversion

The enc;rmoué sizev of present biographic Uﬁles creates a major
problem in automation. Thxs problem grows with every delay and so does
the waste inherent in fllmg material that will later need to be converted.’
Conversion from manual, or partially manual, files to machine systems is
hindered by the effort required. Itis interesting, in this connection, _to‘
observe that the excellent principle of conversion of minimal usable files '
has, either consciously or unconsciously, been followed in some of the
experimental situations we havé seen.

One of the problems that must be considered in doing conversion
is that of maintaining usable files at all times during the conversion process.
This Subpanel notiéed that some installations have managed to convert their
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files, or are in the process of doing 50, wh;ﬂ.e others are wringing their
hands and pointing to the differences which ostensibl); prevent them from
starting a conversion effort (Appendices 5¢c, 7¢).

While it Ais not n;ceséarily true ‘that the fotality of all files should
be converted,' it is ngvgrtheiess true tha;t no fundé,rhental teé:imological
problems pre;..r.e'nt .‘co‘nvelrsion. ;I'he. Subpaneil'wabé aléd ehcouraged by
finding that stift di;éetili.ves frém high auéhoriiy} (e.g., at Fort Holabird,
See Section VI F') have héd greét éffect in 'ovefc':émitng nontechnological
obstacles §f all types. The imi)lieatic;n is .tha‘t'fhe comfnunity is not nearly
as helpless as appearances are, 25 Weé see‘ 1t, 1ntended: to suggest.

| For instance, on page 13 of the CODiB iiei;brt on the SCIPS Study
(CODIB 1964), the following stateinent is quoted from the SCIPS Repoxrt:

"The most pressing problems of systerln‘s"irvltegra.tion or

interface appear to be between components within agencies

rather than between agencies." '

The CODIB comment concurs, but with a hedged statement:

""This statement is probably true and deserves careful
consideration. This is not to say that information pro-

cessing does not warrant community consideration to a
considerably greater degree than it has had to date -~
it does; but this finding reflects a logical first-things-
first philosophy." -
In the light of our analysis of CODIB's history in the absence of strong
USIB direction, we see this as clearly killing with kindness.
The biographics area is such that it is by no means clear-cut

that more can be done within an agency than across agency lines. This

Subpanel recommends that top management have this question tested
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experimentally. However, what we see as a remarkably refined CODIB
ability to adapt to its predicament by relagating reports to limbo, watgring
down findings, and pulling the teeth out of recommendations, must be over-
come by strong management direction of the course of such an expefir‘nent.

In conclusion, this Subpanel recommends that file conversion

s»udles be integral to’ a;ny interagency bmgraphic lee automat:.on experiment. \ ‘
: The cost and effort required for file conversion w111 not decrease in time l
---it will increase; the resulting strain on ma;r;po.;aver reBources will grow
~

higher. Hence, a major effort should be m1txa.ted to convert manual
biographic files on a large scale in the commumty. The experience and

the data obtained will be very helpful in other f:.le coqversion efforts out-

side of biographics.

.
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i CODIB V: Report, T/V/R-1 dated 17 January 1966 of Task Team V

: (Bibliographics) of the Committee on Documentation of the Unitéd States

% Intelligence Board (CODIB) (S&T Cont. No. 0142) (Stamped "DRAFT'),

(Revise to latest version sent by Landau/Borel 6/66).

; CODIB VI: Report T/VI/R-1, dated 28 September 1965 of Task %
Team VI (Intelligence Data Handling Research and Development) of the s
Committee on Documentation of the United States Intelligence Board
(CODIB) (S&T Cont. No. 1586). See also an expurgated version of this

: report published in Spring 1966 (CODIB Via). ,

1 CODIB Via: "R&D for Intelligence Proqe‘s'si’ﬁg”,'\ Studies in Intelligence

Vol. 10, No. 2, Spring 1966, CIA Office of Training, pp. 43-55.(S&T Cont. L

i "+ No. 1567) (See also unexpurgated version, CODIB Vi)..

" CODIB 1961: CODIB Third Annual Report, 30 June 1961, Serial No.

CODIB-AR-3. i D N

‘ CODIB 1962a:  CODIB Fourth Annual Report, 31 July 1962, Serial No.

.~ CODIB-AR-4,

| CODIB 1962b: Information Processing Programs in USIB Member ‘
Agencies (Appendix C of CODIB 1962a). ;

A
CODIB 1963: CODIB Fifth Annual Report, 5 September 1963, Serial .

- No. CODIB-AR-5. ‘ R

CODIB 1964: United States Intelligence Board Committee on Documen-
tation "'Stage 1 Report of the Staff for the Community Information Processing
Study (SCIPS)" USIB-D-39.7/5 CODIB-D-82/28, 26 February 1964. s
CODIB 1965a: CODIB Draft Task Team Quarterly Report for the period
1 July 1965 to 30 September 1965, Serial No. CODIB-D-112/5, 1 November :
1965, Limited Distribution. |
CODIB 1965b:  CODIB Seventh Annual Report, 3 December 1965, Serial | ¢

NOo CODIB'AR"7.

CODIB 1966: CODIB Draft Task Team Quarterly Report for the period
1 October to 31 December 1965, Serial No, CODIB-D-112/6, 18 January
1966, Liraited Distribution, . 1
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" .+ Information Processing Study
CIPS 1963: Staff for the Community
?SCIPS) Stage 1,Report, Vol. I, Oct. 1963 {(SC No. 12481/63, 15 January

1964), pp. 57-70.
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1through 9

(See p.ii, 'I'ab'l:g of Contents)
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26 October 19 66

MEMORANDUM FOR: Special As sistant to the Director of

Central Refexance

xff‘"’rw v
SUBJECT: COINS((ELIT;}nformation

\---x....-.aw"”vx :

1. Today I received from the D/CR a directive limiting BR's

use of O/T during the remainder of FY 67 (8 months) to 1000 hours,
a reduction of close to 60%. The suggestion was included that 530
hours be reserved for production flaps and the remaining 500 hours
devoted to input processing and "other programs. 1t Such a drastic
cutback in O/T makes even more improbable the completion of the
Register's Elite Project before mid-1967 (let alone the originally
estimatefDecember 1966 completion date) unless there is an assign-
ment of O/T priority for the project and/or the temporary detail of
other qualified OCR personnel to the project (as noted in my Second
Progress Report of 7 October 1966).

2. On the other hand, and especially since Mz. Vance will be
attending the 3 November CODIB Meeting at which
will brief on the nstatus of COINS, " 1 have heard informally that

a) Commo is experiencing communication difficulties
which will delay the operational date of COINS Phase
I (tying CIA into COINS) '‘until at least June;" and
that

b) DIA will have no money for switching equipment for
the COINS network until FY 68 funds become available.

3. I have no details on the points in paragraph (2) above but I
thought Mr. Vance should be cognizant of them in the light of the
increasingly unrealistic "Elite" dema

a

)
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Chief, Biographic Register
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MEMORANDUM FOR: Director of Central Reference /’Fl, |
STATINTL

THROUGH: Special Assistant to D/CR

SUBJECT: - Disposition of BR's ORI Card File
at Records Center

. . . STATINTL
1. In partial response to questions to you regarding

the possible destruction of subject file, I am forwarding the attached 1

portion (the three final pages) of a report transmitted to Chief, MD/CR /.“

on 3 August 1966. As you can see, the pages Llist those BR files for ‘

which I had authorized destruction. The ORI file is indicated on page 5, STATINTL |

plus the agreement that { | and I had reached; namely, BR would

be perfectly happy to have the cards converted to tape providing the same
service would be available.

»

ek, M

2. The size of the file is barely over 600 thousand (not 1 million)
and is used to produce the alpha machine indexes (of which there are
22 volumes) ‘ ‘ stored in BR. The file
is active in that it must remain available for updating. Thirteen updated
volumes (K thru Z) were received from MD in March 1966. Jim esti-
mates that he also punched 25,000 new entries during the past year.

STATINTL

N SN N

3. Regarding the '""ORI tape' which Lou says is available in DIA. STATINTL
states that the original ORI base has been merged in with DIA's
STATINTL | landis not, to his knowledge, retrievable in its original form.
If the present EAM file were destroyed, another would have to be started,

thereby at least doubling the number of sources which BR analysts would {
have to search. .

4. I therefore recommend that the file be kept intact in its present STATINTL d

form until it is possible to convert it to tape. l:p_| said he had already

given Lou this decision. ‘
4

STATINTL

- -

Chief, Biographic Regis{(er

Attachment
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